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Abstract

Frequency and intensity of Internet attacks are rising @lamming pace. Sev-
eral technologies and concepts were proposed for fightigtildited denial of
service (DDoS) attacks: traceback, pushback, i3, SOS andi&ja This paper
shows that in the case of DDoS reflector attacks they arereitbfective or even
counterproductive. We then propose the novel concept @fctrmvnership and
describe a system that extends the control over networkctiaf network users
to the Internet using adaptive traffic processing devicessely delegate partial
network management capabilities from network operatonsetavork users. All
network packets with a source or destination address “oMagé network user
can now also be controlled within the Internet instead of atithe network user’s
Internet uplink. By limiting the traffic control featureséby restricting the realm
of control to the “owner” of the traffic, we can rule out misuskthis system.
Applications of our system are manifold: prevention of seuaddress spoofing,
DDosS attack mitigation, distributed firewall-like filtednnew ways of collecting
traffic statistics, service level agreement validatioacéback, distributed network
debugging, support for forensic analyses and many more. eAcase illustrates
how our system enables network users to prevent and read@¢S Bittacks.

Keywords: traffic control, network management, network servicesigafton,
distributed denial of service attack

1 Introduction

Recent massive Internet worm outbreaks have shown thagea tarmber of hosts that
goes into the millions [14] are patched lazily or are opat@iesecurity-unaware users.
Such hosts can be compromised within a short time and midoseoh arbitrary and
potentially malicious attack code transported in a wormioussor injected through
installed backdoors. Distributed denial of service attaflRDoS) use such poorly
secured hosts as attack platform and cause degradatiomtanclption of Internet
services, which result in major financial losses, espgciatommercial servers are
affected [7]. In recent years, such attacks were repeatesigl for blackmailing com-
panies offering casino, sport bet or advertising distiduf10] services on the Internet.
The attacks’ structures differ, but all aim at rending a E@runavailable for legitimate



clients. A large number of malicious hosts sends unsotigigtwork traffic and hereby
exhausts network or host resources.

Keeping a commercial server up and running 24/7 is an asyriaséuggle: while
attackers are able to exploit the processing and bandwégthurces and the flexibility
of a huge number of compromised hosts to install malicioastand launch new attack
variants, operators of Internet servers are left withoptrapriate means to counteract
attacks. Widespread availability of attack tools makeastygfor non-experts (i.e. script
kiddies) to carry out even large-scale attacks. As a coresezp) new attacks appear
frequently, while defence strategies lag far behind. Weebelthat current security
technologies and concepts that focus on end system andsauetgorks soon cannot
cope anymore with the growing number and the increasingsitieof Internet attacks.
We are convinced that large-scale attacks can only be effigibandled by providing
increased security within the network.

In this paper, we present a hovel distributed traffic cordeslice, which can help
to enhance Internet security significantly. At its core isasteslelegation of network
management capabilities. Itis based on adaptive netwalfifictprocessing devices that
can be deployed incrementally in the Internet close to rgutks one specific applica-
tion domain, we show how such a service can fight DDoS reflexttacks, which are
tracked down unsatisfactorily and in some cases are hapd&dcounterproductively
by existing security mechanisms. Our service can help tp attack traffic within
the network as close to the Internet uplink of an attackerassiple. Our adaptive
traffic control service is in no way limited to security reddtapplications. It also en-
ables many other new applications such as for example new wfegollecting traffic
statistics, distributed network debugging and supportdeensic analyses.

The paper is organised as follows: In Section 2, we presemt®&tack scenarios.
In Section 3, we analyse various mitigation mechanisms boa she ineffectiveness
of several proposed technigues and systems against DDaxksttln Section 4, we
propose our new traffic control service based on adaptifictirocessing devices.
The infrastructure we rely on for our service is explainedsiction 5. Section 6
presents a use case describing in detail how our system capied to mitigate
DDoS attacks. In Section 7, we draw our conclusions and giveudlook on future
work.

2 Attack Scenarios

2.1 Distributed Denial of Service Attacks

In an Internet DDoS attack, compromised hosts of securigwame users are usually
remotely controlled and organised by an attacker as a sedaathplifying networlof
masters and agents. They are then misused to carry outatiackfew or just a single
host. The common aim of DDoS attacks is to deny certain sesvir resources to
prospective users. A large diversity of attack forms existthe wild. Technically, a
partial or complete denial of service can be cause@iploiting a system weakness
to make a specific host crash, byhausting a host’'s computational, storage, memory
or other resourcesr by triggering resource consuming operations. Other ways
cause denial of service are th@suse of protocol¢hat make the victim host seem
to be temporarily unavailable due to faked protocol signglbr the very commonly
used technique dfoodinga target router, host or network link with a huge number of
packets at fast rates such that many packet losses occuagitichhte traffic is hindered
from reaching its destination. The many forms in which DD&t&cks occur in todays



Internet make it highly nontrivial to find a panacea for matigg or stopping such
attacks. Attackers can make use of Internet worms as it was dith e.g. MyDoom
[25] for compromising hosts and installing a backdoor. Talisws to build up a huge
amplifying network of several ten thousand hosts in a Stiroe t

2.2 DDoS Reflector Attacks

A rather new variant of DDoS attacks became known as DDoSettdt” attack. This
attack form is especially difficult to defend against as tintim is flooded with traffic
from ordinary Internet servers that were not even compredis
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Figure 1: A generic DDoS reflector attack setup

A selection of DDoS reflector attacks is described in [19]y Aarver that supports
a protocol which replies with a packet after it has receiveequest packet can be
misused as a reflector without the need for a server compeon8®@me prominent
examples are web servers, Gnutella servers that evenérmitav connections on behalf
of other hosts, FTP servers, DNS servers and routers. Than®YN ACKs or RSTs
in response to TCP SYN requests and other TCP packets, or [@i®&exceeded” or
ICMP “host unreachable” messages as a reaction to certgiadkets.

Figure 1 shows that the agents send their packets with thefesphgource address
set to the victim's addresd/() to “innocent” servers with IP addressé&s. These
servers act as reflectors. The source addresses of the attacilpacketsi;) received
by the victim are not spoofed. They belong to legitimate umpmmised servers. Stop-
ping traffic from these sources will also terminate accedsternet services that the
victim might rely on.

DDoS attacks organise master and agent hosts in the wayashplifying network
as shown in Figure 1. Such a network amplifies tate of packets (a few control
packets of the attacker to the masters cause many attaclketpaockbe sent by the
agents to the victim), theize of packets (if request packet sizereply packet size)
and thedifficulty to trace back an attack to the initiating attacker. We wilheoback
to these core properties when discussing security aspieats traffic control service.

3 Analysis of Mitigation Mechanisms

This section presents related work that addresses miigatrategies against DDoS
attacks. We distinguish two basic mitigation schemmeactiveand proactive which



are analysed in more detail and discussed with regard tortiggation effectiveness
and implementation complexity. We show that earlier pregosiitigation schemes
fall short of counteracting certain classes of DDoS attadkssome cases mitigation
schemes even amplify the effects of an attack as legitimeteess or complete net-
works are cut off from the network.

3.1 Reactive Mitigation Strategies

Reactive schemes often proceed in three phases. In thelfasepdistributed monitor-
ing components try to detect on-going DDoS attacks. Oncdtankais detected, the
detector triggers the second phase that aims at locatinattiek sources. In the third
phase, countermeasures are deployed to mitigate the sttack

A lot of prior work concentrated on tracing back packets vgipimofed source ad-
dresses to their actual origin [20, 22, 23, 26]. While thigdsy valuable in forensics to
find the origins of the attack, it deals with neither detegtittacks nor deploying any
dispositions against ongoing attacks. Traceback meadmaniday an important role
in other reactive mitigation schemes to determine wheretssmeasures should be
deployed and which filtering rules should be applied. If DCxatacks involve reflec-
tors, traceback mechanisms will yield a wrong “attack selisethe reflectors — to be
identified and possibly filtered. Hence, access to impogantices might be blocked
because DNS or web servers are often abused as reflectors.

The authors of [13] propose that attacked hosts set filtesral limit the incoming
traffic at the last hop IP router. The network infrastructisrassumed to be able to
deal with traffic bursts, while the attacked host is not ablprbcess incoming traffic.
An open question is, whether a host is still able to configlter fiules, if its resources
are exhausted under a DDoS attack. Moreover, the authofs3ppfopose a DDoS
defence mechanism based on theernet Indirection Infrastructure (i3)24]. i3 is
implemented as an overlay that is used to route a clientkgiacto atrigger and from
there to the server. Due to performance concerns, i3 woljdoerused if a server were
under attack. Otherwise, communication would be estaddistirectly between client
and server. To use i3 as a defence mechanism, IP addreskesatticicked servers are
assumed to be hidden from the attackers. It remains uncteaiskrver IP addresses
can be hidden under attack, when they are known under noyeahtion.

PushbacK15] performs monitoring by observing packet drop statsstn individ-
ual routers. Once a link becomes overloaded to a certairedetite Pushback logic,
which is co-located with routers, classifies dropped packetording to source ad-
dresses. The class of source addresses with the highegedrppcket count is then
considered to originate from the attacker. Filter rulesite timit packets from the iden-
tified source address(es) are automatically installed emdbters on the path towards
the source(s) of attack. Pushback assumes that DDoS atémthtin overloaded links.
In many cases, however, an attacked server’s resourcestaasted before its uplink
is overloaded. Moreover, rate limiting flows based on soaddresses is not adequate
if addresses are spoofed. In this case, legitimate souragsemperience severe ser-
vice degradation. The Pushback protocol [9] requaésouters on the attack paths to
collaborate. An inherent problem of reactive mechanisntsasit is very difficult to
detect DDoS attacks. None of the discussed systems withxttepption of Pushback
addresses this issue.



3.2 Proactive Mitigation Strategies

Proactive strategies intend to reduce the possibility o€essful DDoS attacks by tak-
ing appropriate provisions prior to attacks.

Ingress filterind 8] rejects packets with a spoofed source address at thesagf a
network (e.g. to the Internet service provider’'s backbogtavork). As spoofed source
addresses are used in several attacks, this approach wtiatopuidespread operation
renders many attacks inefficient. Attacks involving refiestwith legitimate source
addresses, however, are only affected if ingress routirapjdied on paths between
agents and reflectors (see Figure 1). Performing ingressifiiff puts a management
burden on ISPs because they must keep all filtering rules dattband defective rules
will disgruntle their customers. Even though ingress fittgrwas already proposed
in 1998 to prevent attacks, it was only partially applied Mavide as current attacks
show.

Secure overlay networksuch as SOS [12] and Mayday [1] require each com-
municating user of a group to pre-establish a trust relatignwith the other group
members. Hence, a user may be required to participate in granyps. As manage-
ment of many trust relationships is costly and potentiagé amounts of traffic is
routed among overlay nodes, overlay-based proactiveisouire not adequate for
communication with popular web servers (e.g. Yahoo, Gaaglday, etc.), which in-
clude millions of communicating hosts. Furthermore, kagpnalicious users out of
an overlay will be a challenge for a large user base.

3.3 Discussion of Mitigation Effectiveness

We have seen that the described reactive mitigation schizihesbe effective against
DDosS attacks in all three phases: attack detection, attazdtibn (traceback) and at-
tack mitigation (filtering). What makes DDoS attacks so hardome by is the fact
that attack traffic generally contains spoofed source asée InDDoS reflectorat-
tacks this is even more complex because the victim does neiveetraffic from the
DDoS agents directly, but from legitimate sources withqudafed source addresses.
If source spoofing were impossible, reflector attacks coaldrevented. Furthermore,
complex traceback mechanisms would not be needed becauseigimator of mali-
cious packets could be identified by the source address s thackets.

Proactive approaches may be implemented directly in thetRark or as an over-
lay network. An advantage of overlay-based solutions is tihey can be deployed
incrementally, without requiring the cooperation of ISR¥sers only participate in a
secure overlay if the risk of DDoS attacks against them asultiag costs exceed their
effort to participate in the overlay.

More effective defence strategies are possible within Ehadtwork. Performing
ingress filtering, a single router is capable of blockindfizarom a big number of
malicious nodes. In [18] the authors show that ingress ifigecombined with dis-
tributed packet filtering can already be highly effectivaiagt source address spoofing
even if only approximately 20% of the autonomous systeme liain place. As a
consequence, the network itself should offer appropriaanma for defence. Defence
mechanisms must be implemented by the Internet servicédm®(ISP) and backbone
service providers (BSP) because they control the traffierérg their network and have
access to technology that allows them to deal with largenaekiof traffic. However,
ISPs currently lack any incentive to implement mechanidrasprotect network users
from attacks.



4 Distributed Traffic Control by IP Address Owners

Todays’ Internet is controlled by network operators, namiaternet and backbone
service providers. Network users are restricted to cotrafic at their Internet uplink
and cannot manage or control network traffic within the Imétr

4.1 Network Traffic Control Service

We propose a novel service that enables network operataafety delegate specific
traffic control to network users. That for, we introduce thevnconcept otraffic
ownership [6]. We declare a network packet to be owned by these netwseksy
who are officially registered to hold either the destinatiorihe source IP address or
both of that packet. The delegation of certain network manant capabilities from
network operators to network users is safe in the way thasgsitem assures that a
network user can only get control over the IP packets he opams. By adding even
further restrictions on the traffic control capabilities, discussed in Section 4.4, we
can prevent misuse and malicious interference with ottadfidr If the source and
destination address of a network packet belong to diffepanties, a packet can be
controlled subsequently by two different parties. Traffimtrol can be executed by a
designated party on behalf of a network address owner.

————————————————————————————————————————————

'Adaptive N
‘Device S

Router J redirection L
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Figure 2: Router extension with adaptive traffic processliexjce (TPD)

Our system consists of remotely programmable network ¢rpffbcessing devices
as shown in Figure 2. The owner of a network address or ranteageess to the
management of some or all of these devices after havingteegisfor the distributed
traffic control service. Traffic entering a router is rediegtto a nearby adaptive traffic
processing device (TPD) only if it carries an IP address ascgoor destination, which
the TPD was setup for (see Section 5). Most traffic will usedinect “IP fast path”
through the router.

When the TPD processes a network packet, it first execufifis tantrol on behalf
of the owner of the source IP address. Subsequently, it ésedraffic control on
behalf of the owner of the IP destination address. This isogioas to the high-level
communication process of first sending an Internet packehbysource (and hence
under its control) and then receiving it by the destinati@amd consequently under the
recipient’s control). This control hand-over is perfornsdach activated TPD on the
network path of an IP packet.

4.2 Adaptive Traffic Processing Device Functionality

As the name “adaptive” implies, the functionality of the aevcan be extended and
modified by installing new software (or hardware) modulegwhew demands arise.
Furthermore, upon routing updates, the configuration of utexdthat depend on the
topology can be either automatically adapted or they caretmporarily disabled. In
the context of DDoS attack mitigation, we think of firewdKkd services such as anti-
spoofing filtering, packet dropping, payload deletion, seuP blacklisting or traffic



rate limiting. Rules that match traffic by header fields, pag (or payload hashes), or
timing characteristics etc. can be installed, configuretlaativated instantly. During
attacks, triggers can automatically activate predefinglitiadal configurations.

To make such a distributed firewall even more powerful, eaath slevice must
provide contextual information depending on where it iacted to the network. Ad-
ditionally, if made available by the network operator, tbeater’s state and configura-
tion (e.g. static routing information, packet drop ratemgestion parameters, traffic
mix, router load etc.) can also be provided. We can e.g. ordygnt source spoofing
effectively, if the adaptive traffic processing device isaa&vof whether it processes
transit traffic of autonomous systems or only traffic fromtoonsers of a peripheral ISP
(“stub network”).

4.3 Attack Prevention and Defence

For stopping a DDoS reflector attack to a specific web site,otheer of that web
site’s IP address can, by using our proposed traffic conyrstiesn, almost instantly
deploy worldwide ingress filtering rules. These rules withdk all traffic that enters
the Internet from customers of a peripheral ISP and thaiesathis web site’s spoofed
IP address in the packets. Of course, transit traffic, tHéidraf the peripheral ISP,
where this web site is attached to, and traffic to clientstiedtat peripheral ISPs must
not be blocked, as we want the web site’s reply packets tchreelegitimate hosts
requesting service from it. The more ISPs offer such a disted traffic control service,
the more effective such a defence will be. Our service allfmrdiltering traffic close
to the source of the attack. Hence, we can heavily reducatecdl damage caused by
compromised hosts acting as attack age¢hereas ingress filtering itself is not new,
the way we allow network users to remotely deploy such filigfor their IP range is
novel.

Attacks based on protocol misuse, such as sending ICMP fthostachable” or
TCP RST messages to tear down TCP connections can also bedfitiat. Without
a distributed traffic control service as provided by our eystworldwide filtering of
illegitimate packets is almost impossible due to the martwokk operators involved
that have to be contacted individually for setting up filteles all over the globe.

4.4 Security Considerations

For the proposed distributed traffic control service to beepted by network operators
(namely ISPs and BSPs), itis vital, that such a device wékkine network manageable
by the network operators and that it cannot be misused forttankaitself. This is
addressed by the core of our approach, the novel concepaftit townership: We
restrict the traffic control for each network address ownehis/her own traffic, i.e.
packets to and from owned IP addresses.

However, while this restriction is the most important onestsure security and
acceptance of our system, it alone does not yield a seculensy3o prevent collateral
damage caused by misconfigurations or malicious behavibusers having access
to such devices, we need to restrict traffic control everhirt We do not allow the
adaptive traffic processing device to modify the source aediestination IP address
of a packet. Such rerouting could wreak havoc easily by ogusbuting loops or

10our ISP based ingress filtering strategy cannot prevent apéBfing attack originating from the same
entreprise network domain as the attacked service residesiowever, enterprise firewalls can provide
solutions for this case.



interference with other routing mechanisms, by allowirapsiparent source spoofing
via changing the source address of an attack packet to amaade on a TPD close to

the victim host, or by “forwarding” attack traffic by settiaghew destination address in
attack packets. Also the TTL (time to live) field of IP packista field that we cannot

allow to be modified as it aims to set an upper bound of netweskurces a packet is
able to use.

Furthermore, we need to prevent that the service can caughfyang network-
like effects as discussed in Section 2. The traffic contro$trmot allow thepacket
rate to increase. In addition, the amount of the network traffaviag the adaptive
device must be equal or Iéssompared to the amount of traffic entering it. |.e. packet
size may only stay the same or become smaller. To ensure thssetions, new
service modules for an adaptive device must be checkeddarigecompliance before
deployment. Consequently, the danger of delegating paniatrol of the network
from the network operator to the customers is very limited@amtermeasures against
effects of misconfigurations and misuse were taken intoideration when designing
the distributed traffic control service. In fact, the aboventioned restrictions assure
that traffic owned by other parties is not negatively affddig dynamically deployed
service functionality and that network operators do nosécontrol over their network
albeit their customers’ extended traffic control realm.

4.5 Incentives for Deployment

As a reaction to a DDoS attack on its web servers in Februa®d$,28 German pub-
lisher posted a 10’000 EUR reward for hints about the idgwfithe originator of the
attack [11]. Although this publisher’s business model isdzhon selling hard copies of
journals and not on the news they provide (for free) on the, webreward shows how
much companies value an uninterrupted web presence. Fer otimpanies whose
business model depends on the web presence, our traffiotsetvice is even more
valuable. Hence, we see many incentives for ISPs and BSPspioydsuch a dis-
tributed traffic control system. It can be offered as a newnuen service to customers
that need to protect their commercial Internet servers fattacks, or that want to
gather distributed traffic statistics for their sites. Biesi using it for new security ser-
vices, there are many other possible applications suctggéig data, collecting traffic
statistics, or validating service level agreements.

Malicious or illegitimate traffic can now be filtered closerthe source. This frees
valuable bandwidth resources and makes them availabledosporting legitimate
traffic. Collateral damage is limited mostly to poorly maad@ccess networks where
infected or compromised machines are hooked up to the kttefhis is because attack
traffic can be filtered by the new traffic control service atupénk of such an ISP to a
more security-aware ISP or BSP. Other advantages are tRatcks offer new services
and generate additional revenue, whereas customers ofPagdthetter service and,
e.g. can rapidly reconfigure the adaptive devices in the orétto their needs.

5 Infrastructure

This section describes the deployment of our traffic corgesVice and its underlying
network infrastructure.

2For e.g. logging, statistics or trigger event services, \ilkallow a reasonable amount of additional
traffic.



5.1 Network Model
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Figure 3: Network model

Our network model shown in Figure 3 distinguishes four défe roles:Internet
number authority, traffic control service provider (TCSRjternet service provider
(ISP), andnetwork user This section subsumes both types of organisations, IS#s an
BSPs, under the role ISP. The TCSP manages the new traffimt¢hC) service. It
sets up contracts with many ISPs that subsequently attaatiae traffic processing
devices to some or all of their routers and enable their nd&tw@mnagement system to
program and configure these devices.
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Figure 4: Message sequence diagrams

A network user must first register with the TCSP before udirgtaffic control ser-
vice (Figure 4(a)). After checking the identity of the netwaise?, the TCSP verifies
the claimed ownership of IP addresses, which the netwonkwsets to control traffic
for. Therefore, it checks with Internet number authorftishether the IP addresses are

3To check the network user’s identity the TCSP performs sinzittions as a digital certification authority
(CA), e.g. offline verification of an official identity card online verification of a digital certificate issued
by a trusted CA.

4Ownership of IP addresses is maintained in databases dfisagians such as ARIN, RIPE NCC, etc.



indeed owned by the service requester. If everything is céess to the traffic control
service is granted. The binding of a network user to the si? afldresses owned and
the subsequent verification when using the traffic contnolise (TC service) could be
implemented with digital certificates signed by the TCSP.

After successful registration for the basic TC service, ®vngk user may initiate
the deployment of a specific service (e.g. ingress filterimgich is implemented on
top of the TC service (Figure 4(b)). The network user recgibst TCSP to deploy the
specific service in the network. The network user may scope#ployment accord-
ing to different criteria (e.g. “only on incoming links of kder routers placed in stub
networks”). The TCSP maps the request to service compoaedtgstructs network
management systems of appropriate ISP’s to deploy and coefige service compo-
nents. ISPs in turn deploy and configure the components ajuatktraffic processing
deviceqTPD) (see Figure 3) and configure their routers accordir@hce the service
is deployed, a network user may activate, modify specifiaaters or read logs of the
service. Therefore she sends corresponding requests T8, which relays them
to the appropriate network management systems of the coed¢sPs.

Our infrastructure offers an alternative way to activatedify specific parameters
or read logs of the service. A network user may directly itéwith the ISPs’ network
management systems ¢ontrol the processing of packets that contain an IP address
she owns either as source or destination. For an efficieritgroation of many traffic
processing devices and routers, an ISP’s network manadesystem can forward
requested configurations to other ISPs’ network managesystems upon request of
the network user. This approach is particularly usefuléfrietwork conditions are such
thatthe TCSP can no longer be reached, e.g. because of amgij2oS attack on the
TCSP. In principle, each ISP could establish a mini-TCSPdadfat the traffic control
service limited to his network. However, this would make Mdwide deployment of
traffic control based services cumbersome. The introdoai@a TCSP helps to scale
the management of our service. Only a single service ragistris needed instead of
a separate one with each ISP.

The infrastructure can be deployed incrementally. Modfitraontrol based ser-
vices will be useful even if not all ISPs offer it. They becomere effective when
more ISPs join. For example, anti-spoofing protection areill-like services can
filter closer to the source and therefore less network ressuwill be wasted.

5.2 Traffic Control Unit Architecture

A Traffic Control Unit (TCU) is the combination of one or momaffic processing

devices (TPD) attached to a legacy router. More specificallfCU is defined by a
router interface and the TPDs that traffic of the interfacelaredirected to. Figure 5
shows a simple TCU consisting of one TPD connected to a roUker devices can be
physically separate, even located at different sites,tegiated into future routers.
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Network
user 1 q
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Figure 5: Traffic Control Unit architecture
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Traffic of specific network users can be redirected perménémthe traffic pro-
cessing device. The traffic is processed according to thécgsarequested by the net-
work user. Services are composed of components that areggadas directed graphs
[4]. Each component performs some well defined packet psirogs The function-
ality of the components is restricted as described in Sectid to prevent misuse of
the system. A network user may define two different stagesiokgt processing. As
discussed in Section 4.1, these processing stages degeitmeiprocessing of packets
having the network usersourceanddestinationP address, respectively.

5.3 Scalability Issues

The scaling factors that our distributed traffic controlvész depends on are 1) the
number of service subscribers (i.e. network users), 2)dta humber of ISPs deploy-
ing our service, 3) the number of rules installed per netwsier, and 4) the bandwidth
of network links. This section discusses the parametetsattgainfluenced by these
scaling factors.

5.3.1 Service logic and state per TPD

Each user of our traffic control service will use some spedifistomisable service
modules (e.g. ingress filtering, traceback support) thiitresult in service logic and
per-user state being activated in our adaptive devices.

The traffic control service will be a charged premium senkieeause it requires
additional infrastructure to be installed and operated.t&get our distributed traffic
control service at large organisations that are strongheddent on Internet communi-
cation for their revenue, for vital information exchangétagir reputation: Large online
shops, large companies, organisations that make heavyf MdeAbIs to connect their
subsidiaries, business to business portals, governmengiahisations and others. We
do not target our service at home users or small entreprises.

In July 2004, there were 285 mill. hosts [17] connected tatibernet, roughly 26
mill. thereof were active web servers (February 2005) [b&} hosted 59 mill. web
sites. For active SMTP, VPN and other common servers nddteliaumbers seem to
be available. We estimate the number of potential traffidrobiservice subscribers
that meet the discussed criteria to about 1% of the activesgelers, which would be
about 260’000. Each subscriber is expected to request adstwmised services to be
executed on his behalf, which results in service logic to &glayed on a number of
TPDs and in per-subscriber configuration information antkpiially service state to
be kept on the TPDs.

Although several subscribers may request the same servibe executed on a
TPD, the service logic needs to be deployed only once bet¢hasegic can be shared.
However, configuration and state information, if applieabrthust be kept on a per-
user basis. The number of TPDs involved in a service of aqadati user is service-
specific. That is, some services, (e.g. service level ageaewalidation) involve only
a few TPDs, whereas others (e.g. ingress filtering) improvguality the more TPDs
are included.

If we assume that for each subscriber/user 10 servicesmarthat a service runs on
1% of the TPDs on average and each service includes pertaserwe find that each
TPD must keep the configuration information and state fofQ’'@sers. Accounting
for 1 kByte of configuration and state information per uset aervice, this results in
26 MByte of memory needed per TPD, which is a rather modesiireqpent.
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5.3.2 Signalling Effort

The number of ISPs offering distributed traffic control irfihces the number of ser-
vice deployment messages that need to be sent by the TCSP IBRhmanagement
stations each time a network user requests the provisiafiaghew service. Accord-

ing to the CIDR report [3] of February 2005 there were 18'9u&aomous systems,
out of which 7732 announced only one network prefix. Evenéf assume that each
AS corresponds to one ISP and that all ISPs offer our digeibtraffic control service,

signalling overhead due to the secure distribution of thalkservice deployment mes-
sages by the TCSP to a few thousand ISPs is not a bottlenettkeFuore, proactive

services like ingress filtering do usually not require instZeployment.

5.3.3 Traffic Processing Capacity

Due to high performance demands, a hardware based soloti@uf traffic process-
ing devices is favorable. Research prototypes of FPGA bdseites exist that can
concurrently filter 8 mill. flows [21] on a 2.5 Gbps (OC-48)KinAccording to [2],
faster FPGAs allow achieving advanced packet filtering aBbfis (OC-192). Highly
flexible solutions using commercial network processorsaralternative.

6 Use Case

In this Section, we give a sample scenario for a DDoS mitigesiervice, describe the
deployment steps and explain the service mapping process XL documents.

6.1 DDoS Mitigation Service

We assume that a (fictional) U.S. based company named Xoeuateg the large online
shop “Xorus perfumes”. All its revenues stem from onlineesadnd therefore Xorus
is interested to have their shop available 24/7 withoutioggion. After some recent
DDoS attacks on some other large online shops, Xorus regifstethe traffic control
service at the TCSP. It installs some proactive traffic adrdervices that filter out
UDP based attacks towards their website’s IP address righieasource as there is
no need for UDP packets to be received and processed by thes Xatine shop. In
addition, Xorus requests a rate limiting service for TCP Siguests, which will
automatically become active for non-US IP addresses aftiegger condition on the
rate of TCP SYN packets yields true on certain links connectihe rest of the world
to the U.S. Internet backbone. This allows to provide a higivise quality for U.S.
customers even while under attack from abroad. Howevely eara Monday, the
Xorus shop is heavily flooded by TCP RST packets from a DDo$8atft attack that
misuses tens of thousands of compromised computers as Digosaand U.S. based
web servers as reflectors. Instantly, Xorus reacts and geploingress filtering traffic
control service on its shop’s IP addresses that blocks @latiRets sent over an Internet
uplink with the shop’s IP addresses from a location diffethan Xorus’ own uplink.
This immediately stops the attack. In addition, Xorus dgpla logging service at the
uplinks to trace attack traffic back to the real origin of teélector attack in the hope
to find the attacking agents and possibly also the attacker.
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6.2 Service deployment

For our further explanations, we focus on the ingress filteservice, which is de-
ployed to mitigate the attack based on reflected TCP RST messiescribed in the
scenario above. As our network user (Xorus) has alreadgtergd with the TCSP, it
can directly initiate the deployment of the ingress filtgrgervice. Therefore, Xorus
selects the service from the TCSP’s web site together withicsespecific parame-
ters. Client authentication is used to make sure that onbgé#imate network user
can initiate service deployment. A service request is gerdrand used as input for
the service mapping process in the TCSP layer. Figure 6 sttmmdetails of the de-
ployment process, which is subdivided inE€SP, ISP, TClUand Devicelayer. The
complete deployment process is carried out at the managestations of TCSP and
ISP. For each service a layer offersexvice descriptospecifies the following:

e The mapping of the service to sub-services offered by ther laglow.

e The set of mandatory and optional parameters, their defalules and their map-
ping to parameters for sub-services.

¢ Restrictions that direct the placement of service logic.

For each layer a database containatext informatiorabout the infrastructure rel-
evant to that layér Information at the TCSP layer includes the identities oftcacted
ISPs and properties of their networks, e.g. whether thesfrart transit traffic or pro-
vide a stub network. At the ISP layer relevant informatiociudes the location of the
TCUs, e.g. whether it is located at the border of a networkdhé core network. At
the TCU layer details about the pairing of TPDs and routezkapt as context infor-
mation. Finally, at the Device layer information about theke and version of TPDs
and routers and their configuration interfaces must be kagtitionally context in-
formation can contain dynamic state information about rgadabbjects and deployed
services.

Deployment logic on each layenapsthe service request from the layer above to
services provided by the layer below (right column of Fig@ydased on information
provided by the service descriptors (left column of Figuye®king into account re-
strictions specified in the service descriptor and contértimation from the databases,
sub-services are placed on the managed objects of the pondisg lower layer (ISPs,
TCUs, TPDs and routers, respectively). The middle columRigfire 6 describes the
mapping process at the different layers as carried out ®irtgress filtering service.
The deployment process ends with the configuration of thezedsthat were previously
selected to run part of the service logic.

7 Conclusions and Future Work

Our analysis of earlier proposed DDoS attack mitigationesys revealed several in-
herent weaknesses, which impede those systems to copeesitincclasses of DDoS
attacks. In particular, such systems may completely cutegftimate servers or net-
works under a DDoS reflector attack, thus amplifying theatffef the attack.

We proposed a new distributed traffic control system baseteooncept of traffic
ownership that enables ISPs to deploy new applicationsiwitie network and to

5These logical databases may be merged into two physicabatsta located at the TCSP and ISP man-
agement station.
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Service descriptors

Service request from network user
<service name="ingressFilter">
<target type="source">
<address type="subnet‘>82 130.103.1/24</address>
<ftarget>
<param name=‘uplinkRouterlf*>
<useValue>130.59.36.250</useValue>

<service name="ingressFilter"
xsi:type="tcspService">

<target type="source" use="required"/>
plinkRouterlf

ispingressFilter">
<restriction xsi:type election">
<scope>|SP</scope>
<expressionL><useValue>
stub</useValue></expressionL>
<relation>isIn</relation>
<expressionR><useContext>
networkType</i t

</param>
</service>

TCSP Layer- -

« The network user requests an ingress filter service
to be applied to packets with source addresses in
the range 82.130.103.1/24

+ The service descriptor specifies that the service
request must contain the IP address of the uplink
router interface (uplinkRouterlf). This useValue is
passed on in the sub-service request.

+ The service is implemented using an

<Irestriction>
<restriction xsi:type="selection">
<scope>TCU</scope>
<expressionL><useContext>
link Type</useContext></expressionL>
<relation>equals</relation>
<expressionR><useValue>

Valui pressionR

</restriction>
<restriction xsi:type="selection">
<scope>TCU</scope>
<expressionL><useContext>
routerlf</use Context></expressionL>
<relation>isNotIn</relation>
<expressionR><useParam>

up If</useP
</restriction>
</subservice>
</service>

sub service.

| N| * The restriction with scope ,ISP* constrains the
placement of the service to ISPs that provide stub
networks (networkType). The information about the
type of networks offered by ISPs is retrieved from
the context database.

* The other restrictions concern the TCUs and are
therefore passed on.

Context

database

Service requests

<service id="1" xc:operation="create"
name="isplngressFilter>
<target type="source"“><address type="subnet‘>
82.130.103.1/24</address></arget>
<status>active</status>
<param name="trafficType"><useValue>
incoming</useValue></param>
<restriction xsi:type="selection">
<scope>TCU</scope>
ionL><useContext>

ISP Layer ~*

« At this level, we are only dealing with ISPs offering
stub networks due to the selection at the TCSP

layer.
+ As specified in the service descriptor, the requested
i ilter service is i using a
sub-service.

<service name="ispIngressFilter"
xsitype="ispService">

rafficType" use="optional"/>
="tcuBlock">
<param name="trafficType"><useParam>
trafficType </useParam></param>
</subservice>
</service>

The first restriction with scope , TCU* of the service
request requires that the tcuBlock service is only

linkType</useContext></expressionL>
<relation>equals</relation>
<expressionR><useValue>
accessPoint</useValue></expressionR>
</restriction>
<restriction xsi:type="selection">
<scope>TCU</scope>
<expressionL><useContext>
iseContext

<relation>isNotIn</relation>

installed on TCUs whose linkType Is ,;
An access point link connects the network of a
customer to the ISP’s network. The linkType is

| N retrieved from the context database

= The second restriction of the request avoids that the
service is installed at the uplink router interfaces
(routerlf) of the service requester.

The service is configured with trafficType

<service name="tcuBlock"
xsi:type="tcuService">

<param name="trafficType" use="optional"/>
<subservice name="routerRedirect">
<param name="
<useContext>tpdIP Address<useContext/>
</param>
<param name="trafficType"><useParam>
trafficType </useParam></param>
</subservice>
<subservice name="tpdBlock">
</subservice>
</service>

set to incoming” in order to block incoming traffic.

Context

database

<useValue>130.59.36.250</useValue>
</expressionR>
<Irestriction>
</service>

TCU Layer %>

+ The tcuBlock service is split into two sub-services
at the device layer: the routerRedirect service and
the tpdBlock service.

[ (| * The destination address of the redirection is

retrieved from the context database.

Context

<service name="routerRedirect”
xsi'type="deviceService">

<device type="router"/>
</service>

database

Device Layer {'%

| N + A routerRedirect service is installed on the router.
+ A tpdBlock service is deployed on the TPD.
« The service requests are translated into device
specific configuration commands. The make and

model of the devices are retrieved from the context

<service name="tpdBlock"
xsi'type="deviceService">
<target type="
<target typ:
<device type:
</service>

estination” use="optional"/>
"TPD"/>

database.

Context

database

safely delegate partial network control to network usefs\f#e described how such a

<service id="14" xc:operation="create*
name="tcuBlock">
<target type="source"><address type="subnet">
82.130.103.1/24</address></arget>
<status>active</status>
<param name="trafficType"><useValue>
incoming</useValue></param>
</service>

<service id="22" xc:operation="create“
name="routerRedirect">
<target type="source"“><address type="subnet‘>
82.130.103.1/24</address></target>
<status>active</status>
<param name="destination“><useValue>
130.59.36 251</useValue></param>
<param name="trafficType"><useValue>
incoming</useValue></param>
</service>

<service id="23" xc:operation="create“
name="tpdBlock">
<target type="source“><address type="subnet*>
82.130.103.1/24</address></target>
<status>active</status>
</service>

e

Figure 6: Service mapping

system can be used to prevent DDoS reflector attacks, whitiergaroposed DDoS

attack mitigation systems failed to counteract as our aimhowed. Ultimately, our
system effectively stops attack traffic close to the soutterewith, it frees network
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resources that are nowadays wasted for transporting atteftik around the globe and
that harm not only the target system but also cause colladeraage like network
congestion. Many new applications, also not security eelaines, are expected to
emerge once such a system is available.

Leveraging acceptance by ISPs for such a system will be wt@l think that our
traffic control system offers many incentives for ISPs anthatsame time a high
level of security against misuse, which was a major conceth ether approaches
in the field of active and programmable networks. We are atigrgorototyping the
distributed traffic control system including the “DDoS rgdtion” use case. The pro-
totype will allow us to get first experiences with such a systand to demonstrate its
use and effectiveness.
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